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Hi GB/T 32918 & SCHy— P 15 i 2k 2 A 530 0% .
3.5
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Hi GB/T 32905 & Ly —Fh 2R e 50k .

4 ER&IE

T B 4w T A SO

API. i 2 F#:0 (Application Program Interface)

ASN.1: 1% 15 iC % 1(Abstract Syntax Notation One)

CA IE FIAIEHLFY (Certification Authority)
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PKI: 2\ 88 it B it 1% it (Public Key Infrastructure)

5 ZERUWEMSHJHNEEX

5.1 #tafLzhae

2 42 06 %5 I 55 A ) R AR N AL AE R GG A 2R RS B DURT I SR A R IE B AR A
E A5 55 B A AL T IR W TARRES .

5.2 S5 EMIEERNEZIIEINEE
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BN 7Y
7.3

7.3.1

i
R N
RSt T

T R T R B Yy B AR A
SVSRequest :: = SEQUENCE {
version

reqType

request

reqTime
reqTimeStampToken
extAttributes

}

Horp
Version
ReqType:: = INTEGER({
exportCert

parseCert

validateCert

signData
verifySignedData
signDatalnit
signDataUpdate
signDataFinal
verifySignedDatalnit
verifySignedDataUpdate
verifySignedDataFinal
signMessage
verifySignedMessage

}

Request ;: = OCTET STRING{
exportUserCertReq
parseCertReq

validateCertReq

signDataReq
verifySignedDataReq
signDatalnitReq
signDataUpdateReq
signDataFinalReq
verifySignedDatalnitReq
verifySignedDataUpdateReq
verifySignedDataFinalReq

Request,

[0] IMPLICIT GeneralizedTime OPTIONAL,

[1] IMPLICIT ReqTimeStampToken OPTIONAL,
[2] IMPLICIT ExtAttributes OPTIONAL

:= INTEGER { v1(0)}

Version DEFAULT v1,
ReqType,

0,
D,
(2,
3,
4,
5,
6,
7,
&,
9,
10),
a1y,
12

[0] IMPLICT ExportUserCertReq,

[1] IMPLICT ParseCertReq,

[2] IMPLICT ValidateCertReq,

[3] IMPLICT SignDataReq,

[4] IMPLICT VerifySignedDataReq,

[5] IMPLICT SignDatalnitReq,

[6] IMPLICT SignDataUpdateReq,

[7] IMPLICT SignDataFinalReq,

[8] IMPLICT VerifySignedDatalnitReq,
[9] IMPLICT VerifySignedDataUpdateReq,
[10] IMPLICT VerifySignedDataFinalReq,
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signMessageReq [11] IMPLICT SignMessageReq,
verifySignedMessageReq [12] IMPLICT VerifySignedMessageReq
}

ReqTimeStampToken ::=TimeStampToken
ExtAttributes ; ;= SET OF Attribute

7.3.2 SVSRequest } H Z {7 %%

SVSRequest 4 & 1 1# 3K 15 1 1 (9 5 205 B AR 20080 032 45 14 1 T 200 1 4 348 0 i
a)  PrAR
AR 1R IE R B MUA S S BT RRA Y 1, U AU 0,
b) R
AR T A A 55 B3 R 2 AUE . 0~999 MR B H . AR5 .
o IERA
TR AL 51 R AR Z [ X R S R AR 1 i

®1 BRESEREXBEHXNMX R

T SR 28 R T A A A I SR B AH i K AL UL
exportCert 0 T AE P IE R A
parseCert 1 R IE 5 i Rk A
validateCert 2 B E A5 A A SR £
signData 3 AR S ZTE R A
verifySignedData 4 AL IR A AT R
signDatalnit 5 Z R FE B ARG K
signDataUpdate 6 ZAUK T2 T R
signDataFinal 7 LTS A RE R A
verifySignedDatalnit 8 LU FE LR Ib iR
verifySignedDataUpdate 9 2 A0 B IE BT 4 44 OB R A
verifySignedDataFinal 10 A0 B I B 4 4 A RO R A
signMessage 11 LROREPSE T AT )
verifySignedMessage 12 LI IR B2 2T R

d) TSR [

TR #7741 R B ], R ] Generalized Time {4 3R,
e) IR R AL

request N2 IR 8. A0 77 BL I8 H © 25 44 IR 55 48 107 560 TIE 3% B [ 38
D PR

Wt S Bl 45 75 SR A i 9 e A58 .

7.4 Wz I
7.4.1 o Rz #iEHE K
M) oy 24 ] o7 ) A A 20
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SVSRespond :: = SEQUENCE {

version Version DEFAULT vl1,

respType RespType,

respond Respond,

respTime [0] IMPLICIT GeneralizedTime OPTIONAL,
respTimeStampToken [1] IMPLICIT RespTimeStampToken OPTIONAL,
extAttributes [2] IMPLICIT ExtAttributes OPTIONAL

)

Hrp.

Version ::= INTEGER { v1(0)}

RespType::= INTEGER{
exportCert

parseCert

validateCert

signData

verifySignedData
signDatalnit
signDataUpdate
signDataFinal
verifySignedDatalnit
verifySignedDataUpdate
verifySignedDataFinal
signMessage
verifySignedMessage

}

Respond: := OCTET STRING{
exportUserCertResp
parseCertResp
validateCertResp
signDataResp
verifySignedDataResp
signDatalnitResp
signDataUpdateResp
signDataFinalResp
verifySignedDatalnitResp
verifySignedDataUpdateResp
verifySignedDataFinalResp
signMessageResp
verifySignedMessageResp
}

0,
(L,
2,
(3,
41D,
(5,
(6,
7,
8,
(9,
(10),
(1),
a2

[0] IMPLICT ExportUserCertResp,

[1] IMPLICT ParseCertResp,

[2] IMPLICT ValidateCertResp,

[3] IMPLICT SignDataResp.

[4] IMPLICT VerifySignedDataResp

[5] IMPLICT SignDatalnitResp,

[6] IMPLICT SignDataUpdateResp,

[7] IMPLICT SignDataFinalResp,

[8] IMPLICT VerifySignedDatalnitResp,
[9] IMPLICT VerifySignedDataUpdateResp,
[10] IMPLICT VerifySignedDataFinalResp,
[117] IMPLICT SignMessageResp,

[12] IMPLICT VerifySignedMessageResp

respTimeStampToken: : = TimeStampToken

ExtAttributes :

:= SET OF Attribute
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SVSRespond £ & T Wi i
a) PR
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T TP B E BAE R AR SRS X2 5 R 1 T 20 A i 3 i

AR TR A TR B T v B RROAS S SRR S 1L OB R O,

b) e iy 2 Y
AR TG IR T A [) Ml 55 F) ol
) Wi
Wi O, 5 W oz 2k

KRB 0~999 PR B AT (5.

RUE Z 18] AR 50 R AN3R 2 IR .

2 MEES5HENMEBEMNNNXR

I 25 24 0 5 A 4 3 N 2 2 RUE M 7 6, 136

exportCert 0 S 1B E A5 i R A
parseCert 1 fige AT TIE 55 o
validateCert 2 56 T TiE 5 A 201 e 1 £
signData 3 BB 2 4 R g
verifySignedData 4 GO R &AL VX )
signDatalnit 5 Z A0 BT 2 2 00 s A A
signDataUpdate 6 2 A B30 2 4 T T ) oy
signDataFinal 7 LA BT B 4 4 SRR ]
verifySignedDatalnit 8 22 40, 35 I BT 45 44 00 R A e i
verifySignedDataUpdate 9 260 I 4T 5 4 T IR
verifySignedDataFinal 10 2 A0 B I BT 45 4 435 AR g A
signMessage 11 BRI TH L 45 44 e A
verifySignedMessage 12 BALA) 55 IR B 2 44 T R 4

d) A iz B[]

Mg N & 7 A e N 4 I TE] S % Generalized Time 1875 278 o

e) Wi R A [a]

respond PN 2 A I [E] 8L . 60 5 i TR L B P S O 36 IE 2% N 1) AR

D YR
MR S Bl 55 75 SRS B 4 R s

7.5 thiEOThEER A

7.5.1 BHiEH

ExportCertReq £

ExportCertReq {1 2 5 H UE 5 15 K 4 X 42, 24 reqType HU{H exportCert B, i 3K 4 % A A 7

A1, HH AR A F
ExportCertReq: : = SEQUENCE /{

identification

OCTET STRING
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}

identification 2% B B S HHE B A FR IR,

——ExportCertResp i,

7.5.2

7.5.3

ExportCertResp £, 2 5 HiiE 15 0 A% 20 A 24 respType BUH exportCert B, Wi )i 41 % A< 5
i, AR T

ExportCertResp: : =SEQUENCE {

respValue INTEGER,

cert Certificate OPTIONAL

}

respValue 2 B0 W%, 0 K78 L3 JF 0 KRR,

cert R FHMIES.
fi# A IE B

ParseCertReq £

ParseCertReq £ 5 H7E F5if K48 AL, 24 reqType BUHE parseCert B, i 3K A1 % FAA 745 ,
HHE AT .

ParseCertReq: : = SEQUENCE {

infoType INTEGER,

cert Certificate

}
infoType &M Z M Hr ik 515 B A8, W8 GB/T 335602017 1 6.3.4 Y MLIE 5
cert FnZ AT I B FUES .
ParseCertResp 3
ParseCertResp £ fift ik 45 0 B4 4L, 24 respType HUH parseCert I, Wi I £ Rk F A< 5
A, AR T

ParseCertResp: : = SEQUENCE {

respValue INTEGER,

info OCTET STRING OPTIONAL

}

respValue FBH I N AS , 0 78 BT, F 0 NG5 1R .

info 7R PR EUIE 15 B .

WEIE B AR
—ValidateCertReq 3
ValidateCertReq 3 R 6 UEUE 58 R METE K48 43, 24 reqType BUHE validateCert B}, i 3R 13K
AT, AR .
ValidateCertReq: : = SEQUENCE {
cert Certificate,
ocsp BOOLEAN DEFAULT FALSE

}
cert 78 ZLIUEIE A UM 9 BT IE S 5
ocsp K7 e R ARBAIE T OCSP R 75 . BUAE Y FALSE,

——ValidateCertResp 13

10
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ValidateCertResp 44 55 ik UE 4543 2501 i W A% A2, >4 respType HUH validateCert ], i Jij 2
KA FAL BRI T

ValidateCertResp: : = SEQUENCE ¢

respValue INTEGER,

state INTEGER OPTIONAL

}

respValue MR A%, 0 7R L), JE 0 RRH 1R

state R B RBAYIE AT OCSP ARZEFRIA

754 BAHFEZ

SignDataReq £3
SignDataReq i 2 AL K7 4 44 15 K48 42, Y reqType BU{H signData B, i K AL R F A&+

£, AR T
SignDataReq:: = SEQUENCE {
signMethod INTEGER,
keyIndex INTEGER,
keyValue OCTET STRING,
signerIDLen (0] IMPLICT INTEGER OPTIONAL,
signerID [1] IMPLICT OCTET STRING OPTIONAL,
inDatal.en INTEGER,
inData OCTET STRING

}

signMethod R WA ] (9 28 44 S 26 A4, N8 GB/T 33560—2017 1 6.2.4 B RLAE 5
keyIndex KR4 & AHMRGIE, -+ 3k h] 1 R RGEN 1 EH;

keyValue 3R % 2 # FAHAB R bR R 5

signerIDLen /R %2 # ) ID K )&, 24 signMethod 2 SGD_SM3_SM2 B} A %L ;

signerID F/RZ 4 H 1) ID {H , 24 signMethod 25 SGD_SM3_SM2 i} %K ;

inDatal.en 375 fif 4 44 19808 i SO B 5

inData 375 fif 2 4 1) 8008 5O

SignDataResp £

SignDataResp 4, 2y 540 557 25 44 0 1 4% 204 . >4 respType HUH signData i, i i 4% F 48+

i, RS T
SignDataResp:: = SEQUENCE {
respValue INTEGER,
signature OCTET STRING OPTIONAL

}
respValue FHIm B 5%, 0 Fom ), JE 0 R i
signature 3R/R8 %5 4 0 . 04l 19 45 /) N 896 GB/T 35276,

7.5.5 HAEWITHFESR

—VerifySignedDataReq 13
VerifySignedDataReq £ A BLA0 56 TF 50 7 25 44 18 K 8% 4L, 24 reqType BUH verifySignedData
B s 3 SR AR AR P40, HEE R A = F .

11
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VerifySignedDataReq: : = SEQUENCE {

signMethod INTEGER,

type INTEGER,

cert [0] IMPLICT Certificate OPTIONAL,
certSN [1] IMPLICT OCTET STRING OPTIONAL,
signerIDLen [2] IMPLICT INTEGER OPTIONAL,
signerID [3] IMPLICT OCTET STRING OPTIONAL,
inDatal.en INTEGER,

inData OCTET STRING,

signature OCTET STRING,

verifyLevel INTEGER

}
signMethod & B i F i 25 44 350 25 70, [ 3984 GB/T 33560—2017 1 6.2.4 AYHLAE
type 2% 75 flf FH 56 31F B0 45 44 Il FHSIE 35 803E B F 5 5.1 R i HIE B . 2 Fon 8 HIE B

b7IR=

cert RN A A UEAS . type BUE 1 A 255

certSN IR Z A UEH T 545, type HUH 2 B R

signerIDLen /R 2 H K ID K JF, 24 signMethod 2y SGD_SM3_SM2 B} A % 5

signerlD £/REZE M ID {H, 24 signMethod Jy SGD_SM3_SM2 i} % ;

inDatal.en 7R 13 2 44 1 809 J5t S BE 5

inData 75 fif % 44 198U I 5305

signature 7825 24 (8 B I 4514 35 GB/ T 35276

verifyLevel 37 UE 43 35 UE G ] - 0 35 E B[R] o 12 35 31k A5 (] FUAR GIE 5 28 44, 2.2 36 Gk B[] L AR UE 45

%% CRL,
— VerifySignedDataResp £,

VerifySignedDataResp £ Ay B8 60 56 3 50725 44 W) b 4% 2040, Y respType BU{H verifySignedData i,

M 187 2R AR - LA 3R

VerifySignedDataResp: : = SEQUENCE {
respValue INTEGER

}

respValue WM W 5,0 R 2, 4E 0 KRR sEiR.

7.5.6 ZEHFEZMBL

12

SignDatalnitReq 3
SignDatalnitReq 14 2 5052 £ W1 46 1015 K 4% 42 . 24 reqType HU{H signDatalnit B, 33K

AR A T4 B A Cr

SignDatalnitReq: : = SEQUENCE ¢

signMethod INTEGER,

signerPublicKey [0] IMPLICT OCTET STRING OPTIONAL,
signerIDLen [1] IMPLICT INTEGER OPTIONAL,
signerID [2] IMPLICT OCTET STRING OPTIONAL,

}
signMethod & B F A9 25 44 550 25 70, [ 954 GB/T 33560—2017 1 6.2.4 AYHLAE



GB/T 38629—2020

signerPublicKey F#/R& % N5 . 24 signMethod 2y SGD_SM3_SM2 B 5 % ;
signerIDLen F#/RZ& 4 H W ID KB, 4 signMethod S SGD_SM3_SM2 i} A %% ;
signerID F£/RZ 4 E 1) ID {H , 24 signMethod 25 SGD_SM3_SM2 i} 4 %4 ;
SignDatalnitResp £J
SignDatalnitResp 1 £ 43 572 4 0146 A i 4% 204, 24 respType BUHE signDatalnit B, i
WA R A - R AR A R

SignDatalnitResp:: = SEQUENCE {

respValue INTEGER,

SessionID OCTET STRING OPTIONAL

}

respValue MR 5,0 RR BT, F 0 RREE iR

SessionID F /R & RIR .

757 ZEHFEREMR

SignDataUpdateReq £J

SignDataUpdateReq £ 5 £ £ 50 F 25 4 B His R 4% AL, 24 reqType BUH signDataUpdate
3 SRR A 74, AR T .

SignDataUpdateReq: : = SEQUENCE {

SessionID OCTET STRING,
inDatal.en INTEGER,
inData OCTET STRING

}

SessionID F/R S THPRIR 5

inDatal.en 75 84 B SCK B

inData &7~ 548 B 3C

SignDataUpdateResp £J

SignDataUpdateResp £ 5 £ 3 50 7 25 44 5 5 ) o 4% 204, 24 respType HU{H signDataUpdate

R e 7 4 R T A 4, AR AR L F
SignDataUpdateResp:: = SEQUENCE {
respValue INTEGER,
SessionID OCTET STRING OPTIONAL
}
respValue F MR 15,0 KR TI, 4E 0 RREE IR
SessionlD /R & RIR .

758 SZEHFEXRER

SignDataFinalReq £,

SignDataFinalReq 1}y 240 50 5 25 44 45 035 SR 4% 2040, 24 reqType BU{H signDataFinal B}, i
SRALR A F A H BRI F .

SignDataFinalReq:: = SEQUENCE {

keyIndex INTEGER,
keyValue OCTET STRING,
SessionID OCTET STRING

13
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}
keyIndex /R4 2 H R R G ME, n-F k] 1 RRRGMER 1 1%
keyValue 7R % 2 35 RAPIAL IR R iR A5 5
SessionlD F/R & IHEIRIR .
SignDataFinalResp £
SignDataFinalResp 5 Z 50 72 44 45 1 0 W 4% 40, 24 respType BU{E signDataFinal B,
M )07 43, >R FAS 7, H BRI T
SignDataFinalResp:: = SEQUENCE {
respValue INTEGER,
signature OCTET STRING OPTIONAL
}
respValue 2 B0 W%, 0 78 L2 JE 0 KRR 581
signature 718 % 44 B B 19 4519 B AE GB/T 35276,

7.5.9 ZERIEIHFEZMBRL

— VerifySignedDatalnitReq £J

VerifySignedDatalnitReq 43 4y 2243 50 UE 5025 44 W1 46 1015 5K 46 AL, > reqType HUHE verify-
SignedDatalnit B . i 3R 3R A 76, HEARHE T -

VerifySignedDatalnitReq: : = SEQUENCE {

signMethod INTEGER,

signerPublicKey [0] IMPLICT OCTET STRING OPTIONAL,
signerIDLen [1] IMPLICT INTEGER OPTIONAL,
signerID [2] IMPLICT OCTET STRING OPTIONAL,

}

signMethod & W {5 FH] 14 25 44 B3 280, B 3896 GB/T 335602017 w1 6.2.4 [RLAE

signerPublicKey ¥R 4% # /N4 . 24 signMethod 2 SGD_SM3_SM2 i A %K ;

signerIDLen /R 2 H B ID K, 24 signMethod 2§ SGD_SM3_SM2 B} 4 % 5

signerID £/RZE 2 H 1 1D 1H , 24 signMethod Jy SGD_SM3_SM2 I} & %% .
—VerifySignedDatalnitResp 3,

VerifySignedDatalnitResp 4, 2y 25 €0, 5 UE £ 7 2 44 W) 46 AL wal 2 4% 204D . 24 respType BUE veri-
fySignedDatalnit i, Wi i £ 5% FAS 742, H BARAE T

VerifySignedDatalnitResp: : = SEQUENCE {

respValue INTEGER,

SessionlD OCTET STRING OPTIONAL

}

respValue B0 B 15,0 Fm T, JE 0 R iR

SessionID KR 2 3E IR IR .

7.5.10 ZERIEIHFELREN

— VerifySignedDataUpdateReq £
VerifySignedDataUpdateReq £, >~ £ 40, 5 iIE 50 7 25 4 9 5 it SR #% 2 A0 . 24 reqType BUH veri-
fySignedDataUpdate I . i 2R 4 R JHA 740, L EARME X 0T
VerifySignedDataUpdateReq: : = SEQUENCE {
14
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SessionID OCTET STRING,
inDatal.en INTEGER,
inData OCTET STRING

}

SessionID /R 2 TEPRIA;

inDatal.en 78 84l B SCK B

inData &7~ 54 B 3C
— VerifySignedDataUpdateResp £

VerifySignedDataUpdateResp & £ 60 46 TE 40 7 45 44 o 57 i i 4% A, 24 respType BUE ver-
ifySignedDataUpdate B}, Wi i 4 > F A 74, B AR A% X F .

VerifySignedDataUpdateResp: : = SEQUENCE {

respValue INTEGER,

SessionID OCTET STRING OPTIONAL

}

respValue KU B, 0 R M), AF 0 KRR HT % 5

SessionlD F /R RN .

7511 ZERIIHFELZER

— VerifySignedDataFinalReq £
VerifySignedDataFinalReq £3 & 2 1 56 F 0 7 25 4 45 5 R 48 A, 24 reqType BUE verify-

SignedDataFinal i, 3 K 2R JHA 62, KRR X .
VerifySignedDataFinalReq:: = SEQUENCE {

type INTEGER,

cert [0] IMPLICT Certificate OPTIONAL,
certSN [1] IMPLICT OCTET STRING OPTIONAL,
SessionID OCTET STRING,

signature OCTET STRING,

verifyLevel INTEGER

)
type 27 1 56 UE K05 48 44 i T IE 5 S00E 7 41 5. 1 R TR A3 . 2 Rox e B 7

cert /R UL - type HUH 1 A AL

certSN IR ZUEF T 5145, type HUHE 2 BFAT 3K

SessionID F/R & TEFRIA;

signature 7R % 44 {8  BUHE 1 4544 N 359 GB/T 35276,

verifyLevel /R iIE 45 56 UE 2% 51 . 0« 56 F ik 8] 1. 56 31 B () A AR GIE 45 25 44 4 2.« 56 GE s 18] AR GIE 45
% % CRL,
— VerifySignedDataFinalResp £

VerifySignedDataFinalResp 3 £ 6056 F 40 7 25 24 45 R Wi A% 26, 24 respType BU(H veri-
fySignedDataFinal B, i I 4 5% F A 74 FC AR A% X

VerifySignedDataFinalResp: : = SEQUENCE ¢

respValue INTEGER

}

15
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respValue Z WM NG .0 FRx . A 0 FoRFT IR

7.5.12 HEZZ

SignMessageReq £

SignMessageReq {4 H 25 2 1 K #% U 4 reqType BUH signMessage B, i 2K Rk H A
T, H AT

SignMessageReq: : = SEQUENCE {

signMethod INTEGER,

keyIndex INTEGER,

keyValue OCTET STRING,

signerIDLen [0] IMPLICT INTEGER OPTIONAL,
signerID [1] IMPLICT OCTET STRING OPTIONAL,
inDatal.en INTEGER,

inData OCTET STRING,

original Text [0] IMPLICT BOOLEAN OPTIONAL,
certificateChain [1] IMPLICT BOOLEAN OPTIONAL,

crl [2] IMPLICT BOOLEAN OPTIONAL,

signMethod B {5 FH 1% 25 44 B3 280, 3846 GB/T 335602017 w1 6.2.4 [RLAE
keyIndex /R4 24 HRHM R FME, n-F k] 1 RRRGMEN 1 1%
keyValue 7R 25 2 & FAH AR BRI 5
signerIDLen /R 2 H K ID K, 24 signMethod iy SGD_SM3_SM2 B} A % 5
signerID E/RZ 4 E B ID {H , 24 signMethod 25 SGD_SM3_SM2 B} 4 3K ;
inDatalen 371 13§ 45 44 (804 1 % 5
inData 75 fif % 44 F 80 5
original Text 27 J& 75 Fi AN Jit SC 3% 101 5
certificateChain %75~ & 7 Bl 1 3E 5 &8 156 377 ;
crl R 7 B R 4 kI,
SignMessageResp 3,
SignMessageResp 1 4l 8 25 45 i W 4% A » 24 respType YU signMessage B, i i 41 >R H
AT, H B A% T

SignMessageResp: : = SEQUENCE /¢

respValue INTEGER,

signedMessage OCTET STRING OPTIONAL

}

respValue ZE B MR B A% ,0 FeRm T, dF 0 Fondlix;

signedMessage F7R 1 B 25 44 8040 . I B I 2544 N8 F GB/T 35275,

7.5.13 WIEHEE

— VerifySignedMessageReq f3
VerifySignedMessageReq 1, iy 5 {1F 11 &, 25 4 15 SR #%5 20, 24 reqType BU{H verifySignedMessage
I T8 SR AL R A A B A
VerifySignedMessageReq: : = SEQUENCE {
16
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inDatal.en INTEGER OPTIONAL,

inData OCTET STRING OPTIONAL,

signerIDLen [0] IMPLICT INTEGER OPTIONAL,
signerID [1] IMPLICT OCTET STRING OPTIONAL,
signedMessage OCTET STRING

}

inDatal.en 375 £ J5 SO 14 B 28 44 A B I st SCIR A7 45
inData 2 75 %405 J5 30 15 J5 28 44 AN B st SCI A 285
signerIDLen R/R %4 H 19 1D K JE 248 B 48 4 1% 4 50128 SGD_SM3_SM2 I £ 3L 5
signerID £7R 24 # 1Y 1D B, 418 B &2 &4 H % SGD_SM3_SM2 I £ &4 ;
signedMessage 7= i A B H B2 44 508 08 B9 254 Bl GB/T 35275,
— VerifySignedMessageResp 11
VerifySignedMessageResp 4 2 5 1iF 1 & 25 44 ) I 4% 3 AL, 24 respType HU{H verifySigne-
dMessage i, i 17 6 5 I AS 42, B A% QR
VerifySignedMessageResp: : = SEQUENCE {
respValue INTEGER
}
respValue 32 BH I N 15,0 278 T, 3k 0 FR4EiR.

17
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Mt R A
RSB M B 33
EHF HTTP 18 B 30UE & M M)

55 7T BPAIR A ASNLT AU —Fh TR RS L B IR BN A A IR IR S K )T 2 T AR WEB &

Gi.1 WEB £ 48 8 3% T AR B SCA , g 7RSS 7 SRy Eal b ATt 7 —& 3T HTTP Bl a9 2

W%

N

H LT 4428 WEB RE0H

FETAR IS R 55 58 7 5 v 0 3 SR w2 R0 AN ] A9 2 oK% T R O o i 9 ASNLT A% 5, 5% 4k
F7E WEB R A HTTP i3 b 4% i3 i SCA A% 28

AP S HAR T NS 7 E A B X B R HT TP A% 30 (0 e e MO 1 AR AR50 7 35 v g AN

3R e 5 Ml 55 S

A.2 ASN.1 #IEX A B HTTP g B0
R A1 ASN.1 ##EZE 8 2] HTTP &N a0 &L A
ASN.1 264y HTTP B m 7~ 14l
INTEGER B+ b SR R R 123
BOOLEAN 7 TRUE #il FALSE
. . A X 2 B i) 52 o
GeneralizedTime 20131001120000Z-+0800
YYYYMMDDhhmm| ss[.s... ] ]{Z| +hhmm|-hhmm}
OCTET STRING %} OCTET STRING #4147 BASE64 %5 J5 i 45 IO UEE A Sk i R A
Certificate Xt DER #& = IE 5 #E 17 BASE64 w65 5 04 45
A.3 HTTP iE3K a9 & # N Curlencoded &)

18

55 7 BT R A2 MR S5 L AN R R A SRS

SVSRequest :: = SEQUENCE ({

version Version DEFAULT vl1,
reqType ReqType,

request Request,

reqTime Generalized Time

y

X — R R HTTP it 54 4k HTTP Request Header #1528, JE 40T
a) AR AR A HTTP ) POST £t

b) reqType fEH URL W& —H R4 . H#UF A R L, /SignServer/SignData;
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¢) version EE RN —NHE XK HTTP B SVS-Request-Version;

d)  reqTime #/EH—N B E XK HTTP F B SVS-Request-Time;

e) HTTPHeader H1# Content-Type & application/x-www-form-urlencoded;

f) HTTPHeader #7 % Content-Length H%f 7 & A ig RIS IR K )JE .

— A ) ST

POST /SignServer/SignData HTTP/1.1\r\n

SVS-Request-Version: vl\r\n

SVS-Request-Time: 20131001120000Z40800\r\n

Content-Type: application/x-www-form-urlencoded\r\n

Content-Length: SZfR1EK body £ J#\r\n

\r\n

signMethod = +--

iE 1 4 reqType HEAE N WEB B8 42, i A J2 A& X HTTP 2B, 2y T RBAE M 9 WEB 28 i 4 [ #E 47

ik

i 2. AUFAE X URL HFH MR ARV RIEEE 2SR5 0 mirm i LX 4y

i 3: Content-Type I Content-Length J& HTTP Brsl b i 5= B, I b e BUHC 5 Z3EA7 66 1

4. HTTP Ppil b H A bR #E 5 B Host, User-Agent % . 76 AR FRA5 i

55 7w RFR S5 K LR Request 88 R 40 — A~ HTTP (1 form K.

param1=valuel & param2=value2-+-paramN=valueN

Pt 7.5.4 B RS2 2R R B4R R DL SCAR R i R AL

signMethod =% 4 B 287 Qkeylndex=FAFI MK T| &keyValue=FAFIF PEARINAY &.inDatalen
=1024&.inData=Base64 4 fith i) 1 25 44 1 50038 53

A.4 HTTP Mg jz {4 % 32 #1 1] Curlencoded & =X)

55 7 B PR NGy O P R S5 R L AP 2R A SR A Y

SVSRespond :: = SEQUENCE {

version Version DEFAULT vl1,
respType RespType,

respond Respond,

respTime GeneralizedTime

}
X—ZE M TE 4 HTTP B, #5546 HTTP Response Header 19 F B JR N AT .
a) respType #1EN—1HE X HTTP B SVS-Response-type;
b) version E/E N — HE LK HTTP B SVS-Response-version;
c) respTime $ifE N —PHE XK HTTP B SVS-Response-Time;
d) AAF 55 0 I LR ) Response 870, gl e 46y — A~ HTTP ) form K5
DL 7.5.4 BB 2 240 R ) Hoe 4 fs HTTP e 32 40 °F
HTTP 200 OK\r\n
SVS-Response-Type: SignData\r\n
SVS-Response-Version: vi\r\n
SVS-Response-Time: 20131001120000Z-+0800\r\n
Content-Type: text/html;charset=GB2312\r\n
19
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Content-Length: SZPRE 5 body H1E E\r\n
\r\n
respValue=0& signature=Base64 45t (125 4 45

A5 HTTP iE KB F# T (json =)

57 EREIEK

SVSRequest ;:= SEQUENCE {

version Version DEFAULT vl1,
reqType ReqType,

request Request,

reqTime Generalized Time

}
TERH N HTTP i 4% /o HTTP Request body #1 LA json 4% 27 (£ 5 4n F
a)  JrAER#ERA HTTP i POST £
b) reqType #fFE N URL Hpie.
PL7.5.4 AR AR ) e s HT TP R anr -
POST /SignData HTTP/1.1\r\n
Content-Type: application/json \r\n
Content-Length: SZPRiE R body & \r\n
\r\n
{
"version”: "v1”,
"reqType”: "signData”,
"request”: {
"signMethod"; " % 44 8 gk 2w,
"keyIndex”: "R ZE 51",
"keyValue”: "FAHIALBR AR RS,
"inDatalen”: "f§ % £ 098008 5 SCK "
"inData”: "Base64 % fih ) 14 45 44 1) £ 4is It 3"
i
"reqTime": "4 W X 5 3 1 B 1) 7 45 R
}
i 1 reqType HEME WEB #8428, 20 T HETEE MY WEB f#ik & LT fhdk.
#* 2. Content-Type Fl Content-Length & HTTP #pisl i 47 57 B , e Ab #e I8 5 28 64706 1
i 3 AR HTTP Bpisd i i HoAl A7 i 5 Bt 4n Host, User-Agent 5, 75 JOR FEAR

A.6 HTTP M fz B985 # A (json #&30)

57 B R

SVSRespond :: = SEQUENCE ({
version Version DEFAULT vl,
respType RespType,

20
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respond Respond,
respTime Generalized Time
}
TERH N HTTP i, 9554 HTTP Response body H1 L4 json #3378 i £ ds o
DL 7.5.4 AL T2 24 K ) HA 45 5 HT TP me i 4nF
HTTP 200 OK\r\n
Content-Type: application/json;charset=UTF-8\r\n
Content-Length: SZFRUA N body B4 B \r\n
\r\n
{
"yersion”; "v1”,
"reqType”: "signData”,
"respond”: {
"respValue”: "mp B 55",
"signature”: "Base64 4 fiT 125 4 4
i
"reqTime": "Hy e DX A% 2 A e 1) 72 4

21
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M & B
R 30 14 Bt 3R
Mg S 73 ZE X #0115 BA
M 1o i ST B L3R B
& B.1 iRz AG RE X N5 B
AR T SUAH Ut
GM_SUCCESS 0 1E 3R [m]
GM_ERROR_BASE 0x04000000 AR AR 1
GM_ERROR_CERT_ID 0x04000001 AEIRAIE P FR IR
GM_ERROR_CERT_INFO_TYPE 0x04000002 LR SR o S g
GM_ERROR_SERVER_CONNECT 0x04000003 CRL 5 OCSP IR % % Tc s % $2
GM_ERROR_SIGN_METHOD 0x04000004 2 20 R R AR IR
GM_ERROR_KEY_INDEX 0x04000005 BRI IR
GM_ERROR_KEY_VALUE 0x04000006 25 44 5 RO B BR RS 4 1
GM_ERROR_CERT 0x04000007 TE A5 Ak 12 BUIR 55 7% 9 AN A2 7
GM_ERROR_CERT_DECODE 0x04000008 TE A5 it A A 1
GM_ERROR_CERT_INVALID_AF 0x04000009 E 5 52 48
GM_ERROR_CERT_INVALID_BF 0x0400000A UE A5 1 R A 5%
GM_ERROR_CERT_REMOVED 0x0400000B UE 5 © B e
GM_INVALID_SIGNATURE 0x0400000C T W
GM_INVALID_DATA_FORMAT 0x0400000D B i
GM_SYSTEM_FAILURE 0x0400000E RGN TR IR
...... 0x0400000F~0x040000FF | i £4
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