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CPU: F #A#E % (Central Processing Unit)
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URL: %— % JE A% (Uniform Resource Locator)
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A. 2 %43 838 X7

"alarmTime": "2021-12-21 12:33:24"

"alarmGrade": "1"

"alarmName": "E&EREF"

"alarmDesc": "W E-F & RHBEXXXITEANFER G- "
"alarmType": "1"

"alarmSubType": "01001"

"devType": "D105"

"devIp": "1.1.1.1"
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"victimIP": "2.2.2.2"
"victimPort": "1443"
"encryption": "1"
"devID": " NGFW4000-UF "
"devVer": " NGFW4000v2.0"
"devVenodor": "XXX/» & "
"alarmArea": "H EKH"
"sourceIP": "51.1.1.1"
"sourcePort": "443"

"protocol": "TCP"

"State": "3"
"programName": " Voluminer "
"filePath": "/etc/=**+-* "

"fileMd5": " 6512bd43d9caabe02c¢990b0a82652dca"

"family": " Lockbit"

"fileShal": " 17ba0791499db908433b80137c5fbc89b870084h"
"fileSha256": " 4fc82b26aech47d2868c4efbe3581732a3eTcbe
c6c2efb32062c08170a05eeb8”

"fileSM3": "d5744897e47fb6d78b726e91T0c9fa70e0013a0d4f0
a757af8ecOb812664b828"

"organization": "E % F"
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"

"process": "123. exe

"filePath": "/etc/:*---* "
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= O
=

KB 1M ZeFRa AR IRBELERS AREE
FERRAR EERERTX X 4 o LR
TENAEESE computer virus alarm 01001
W 4 W o 5 cyber worm alarm 01002
RrEFARALEZ trojan horse alarm 01003
18 F W 4 44 botnet alarm 01004
LERFEEZ o —
RREFES LREREANHE M T4 |malicious code embedded
= web page alarm
B R ransomware alarm 01006
Lo s miner virus alarm 01007
P y o A e cyber scan detection
P 4843 46 RN 5 % 02001
alarm
P 4 4 & 5 cyber phishing alarm 02002
SR A R 2 2 exploitation of
REAIRSE vulnerability alarm 02003
N exploitation of backdoor
Ja 1A R &% ){p 02004
EES &g & L
REKFEL credential attack alarm 02005
ERRFEL denial of service alarm 02006
M E R EE webpage tampering alarm 02007
kMG ENE%E lost host alarm 02008
APT £ advanced persistent 02009
threat alarm
, BREREE data tampering alarm 03001
WL £ —
R ME L data breach alarm 03002
N 1 5] S access exception alarm 04001
AT - .
neEsE Lk traffic anomaly alarm 04002
Hih &% Hph & F X other alarm 99001
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